Federal Communications Commission DA 03-3121

APPENDIX A

LIST OF PARTIES AND RECORD DOCUMENTS
{Restricted Proceeding)

Parties

Global Crossing Lid (Debtor-in-Possession). GC Acquisition Limited
Communications Workers of America

American Commumcations Network, Inc

IDT Corporanion

Onpamizanon for Intermnational Investment

XNO Communications Inc

Record Documents?'?

Appheetions (Aug 22, 2002)

Public Nonce (Sept 19, 2002)

CWA Comments (Oct 21, 2002)

DOJFBI Motion (Oct 21, 2002)

Global Crossimg Response (Nov 5.2002)

ACNI Statement (Nov. 5. 2002)

ACN] Letier (Nov 18, 2002) (ex parie)

Gilobal Crossing Reply 10 ACNI (Nov 18, 2002)

9 lener from Applicants (Nov 22, 2002)

10 1 ener from Julian P Gehman (Dec 3. 2002)

11 T etter fiom Policy Division 1o Apphicants (Dec 4. 2003)

12 December 18 Letter (Dec 18, 2002)

13 1 ener from Appheants (fan 16 2003)

14 Letter finm Policy Division to Apphicants (Jan 23, 2003)

15 Apphcants” correction 1o service Iist for December 18 Letter (Jun 27, 2603)

10 Newbndge Capital Motion 10 Accept Late-Tiled Pleading and Petnion to Deny (Jan 28, 2003)
17 January 30 Letter (Jan 30. 2003)

18 February 6 Letter (Feb 6. 2003)

19 Apphcants” Opposition 10 Motion 10 Accept Late-Filed Pleading and Pettion 10 Deny (Feb 7, 2003)
20 First Amendment (Feb 13. 2003)

21 Lener from Policy Division o Apphcants (Feb 14, 2003)

22 Public Nonce (Feb 20, 2(03)

23 February 24 Letter (Feb. 24, 2003)

24 letter from Policy Division to Appheants (I'eb 26, 2003)

25 Newbridpe Capnial Reply to Opposition to Motion 10 Accept Late-Tiled Pleading (Feb. 26, 2003)
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In addinon to the 1ecord. the Comnussion received numerous pieces of ¢x parie correspondence,
mosthy emails end formileners fromi the genaral public See 47 CF R £ 11212¢h) {reneral public conespondence
i placed i a pubhe file and made av wlable for public nspecuon)
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ACNI Further Comments (Mar 6. 2003)

Lcetter from Applicants (Mar 13, 2003)

Global Crossing Further Reply to ACNI (Mar 13, 2003)

IDT Reply (Mar. 13, 2003) (ex parte)

ACNI Letter (Mar 18, 2003)

March 20 Letier (Mar. 20, 2003)

ACNI Supplement 1o Letter (Mar 24, 2003)

Global Crossing Reply to ACNI Lener (Mar 25, 2003)

Letter from Policy Diviston 1o Applicants (Mar. 27, 2003)

Second Amendment (Apr. 7, 2003)

Cong Wolf £x Parre (Apr 8, 2003)

ACNI Second Supplemental Letter (Apr 16. 2003)

ACNI Third Supplementa] Letter (Apr 18. 2003)

Lener from Policy Division 1o Apphcants (Apr 22.2003)

1 etter from David Albalah, Counsel for IDT (Apr. 22. 2003)

Sen Davion Ex Parte (Apr. 22, 2003)

Letter from Applicants {(Apr 30. 2003)

Apphcants’ correction to service list for April 30 Letter (May 6, 2003)
Letter from E. Ashion Johnston Counsel for IDT (May 7, 2003)

Third Amendment (May 13, 2003)

Letter from E Ashton Johnston, Counsel for IDT, to Secretary, FCC (May 14, 2003)
Sen Bums and Sen. Hollimgs £x Parre (May 15, 2003)

Public Notice (May 16, 2003)

ACNI Fourth Supplemental 1 etter (Mayv 16. 2003)

May 22 Letier (May 22, 2003)

May 23 Lener (May 23, 2003)

Letter fiom Juban Gehman Counsel for Newbndge Capnal (June 9, 2003)
Letter from Official Commatiee of Unsecured Creditors (June 10, 2003) (ex parte)
XO1eter (June 12, 2003)

Cong Wreidon Ex Parte (June 12, 2003)

IDT Pention to Deny Third Amendment (June 16. 2003)

OIl Comments (June 16, 2003)

ACNI Objections 10 Third Amendment (June 16, 2003)

Sen Schumer Fa Parre (June 24, 2003)

Global Crossing Opposition to Petitions to Deny Third Amendment (June 26, 2003)
X0 Comments (June 26, 2003)

ACNI Reply to Third Amendment (June 26. 2003) (¢ex parte)

Fourth Amendment (June 30, 2003)

Public Nouce (July 2, 2003)

ACNI Fifth Supplemental Leter (July 2. 2003) (ex parie)

Global Crossing Reply to XO Comments (July 3, 2003)

IDT Reply to Third Amendment (July 3. 2003) (ex parte)

Erraia 1o Global Crossing Reply 10 XO Comments (July 7, 2003)
August {8 Letter (Aug 18, 2003)

September 18 Letier (Sept 18, 2003)

DOJ/EBI Petinon to Adopt Conditions (Sept 26, 2003)

L etter from Policy Division 1o Apphicants (Oct 2. 2003)

Order and Authonization (released Oct 8. 2003)
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Petition for Declaratory Ruling.

APPENDIX B
118T OF FILE NUMBERS

[ ISP-PDR-20020822-00029

| New GX (GCNAN and EAN) ]

Transfer of Control of International Section 214 Authorizations:

File No Authonization Holder Authorizations
ITC-T/C-20020822-00406 | Budgei Call ITC-94-031 _
ITC-T/C-20020822-00443 | GC Bandwidth JTC-91-193
ITC-T/C-20020822-00444 | Global Crossmmg Government Markets | ITC-214-20011106-00560
ITC-T/C-20020822-00445 | Glebal Crossing Holdings USA ITC-214-19990412-00202
ITC-T/C-20020822-00446 | GCNAN ITC-94-381; ITC-94-320;

ITC-91-077; ITC-93-186

ITC-T/C-20020822-00447

Global Crossing Telecommunicantons | ITC-85-126; ITC-87-179;
ITC-88-152; ITC-88-013;
ITC-87-113; ITC-95-295;
ITC-214-19960530-00220;
ITC-214-1996062 1-00265;
ITC-214-19960715-00309;
ITC-214-19960729-00351

MITC-T/C-20020822-00448

Inmiernational Optical Networks, LL C. | ITC-214-19980520-00334

ITC-T/C-20020822-00449

Racal Telecommumcations Inc 1TC-214-19970717-00410

Transfer of Control of Domestic Section 214 Authority

Budget Call

GC Bandwidth

Global Crossing Local Services

GCNAN

Global Crossing Telecommunications

. : . . . 2
Transfer of Conirol of interests in Submarine Cable Landing Licenses

0

File No Licensee Licenses
SCL-T/C-20020822-00068 | GT Landing SCL-L1C-19970506-00003
{Allanuc Crossing Cable, or AC-1)
SCL-T/C-20020822-00071 { MAC Landing SCL-LIC-19981030-00023
(Mid-Atlantic Crossing Cable, or MAC)
SCL-T/C-20020822-00072 | PAC Landing SCL-LIC-19981103-00022
(Pan Amernican Crossing Cable, or

we Since filing the Applications, Global Crossing Telecommunications has reiinquished its interests

in the JUS cable Janding hicense (File No SCL-LIC-19981117-00025). See Global Crossing Telecommunications,
Inc (Debror-in-Possession), File No SCL-MOD-20020522-00057, Public Notice, Actions Taken Under Cable
Landing License Act DA 02-2431, 17 FCC Red 18389, 18390 (Int’] Bur 2002) Therefore. 11s mnterests in that
license are no longer listed here. and this Order and Authonzation disrmusses as moot File No SCL-T/C-20020822-
00070 10 wransfer control of the mnierests of Global Crossing Telecommunications in the JUS cable landing hicense

See supra ¥ 64
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PAC)

SCL-T/C-20020822-00073 | Global Crossing Latin Amenca
& Carnbbean

SCL-L1C-19990823-00015
(South American Crossing Cable, or
SAC)

SCL-T/C-20020822-00074 | GC Paciflic Landing

SCL-ASG-19981204-00029 and
SCL-T/C-19981204-00030%"

(Asia Direct Cable, Atlanuc Express |
and I Cables. Bahamas Express Cable,
Guam-Hawan Cable, Hawan Express
Cable. Onent Express Cable)

SCL-1/C-20020822-00075 | GT Landmg Il

SCL-MOD-20000511-00018
(Atlantic Crossing-2 Cable, or AC-2)

S(H;17(120020832-00077J PC Landing

SCL-LIC-19980807-00010
{Pacific Crossing Cable. or PC-1)

Transfer of Control of Common Carrier and Non-Common Carrier Radio Liccnses Held by

GCNAN:

f File No

Call Sign(s)

0001001014°%

WHO323. WHO324. WHO325, WHO326. WHO0327, WHO328, WHO329,
WHQO330, WHO331, WHO332, WHQ333, WHO335. WHO336, WHO337,
WHO339. WHO340, WHQO341. WHO344, WHQO345, WHO346, WHO247,
WHQ999. WKL.999. WLA738 WPMP453. WPRT617

Transfer of Control of Common Carrier Radio Licenses Held by EAN:

File No [

Call Sien(s)

0001266194%%

WPQTE3S. WPQTE46. WPQTERIT WPQTESES WPQTE78. WPQWS53§,

WPQWS51. WPQY 984, WPQW 986 WPRUY2S, WPRUS31, WPRU932,
WPRVZ00. WPRV201. WPTN207 WPTN2Z08 WPTN209. WPTN211,
WPTN775. WPX13290

= Accinnment/nansfer of control 10 GC Pacific Landing of interests in cable landing heenses
previously pranted 10 vanious entines  The underlying file numbers fos the referenced cables are, tespectively,

SCL-95-013, SCL-95 005, SCL-95-000. SCL-95-004, SCL-94-002. SC1-95-010 and 5CL-95-011

= On August 20. 2002 Global Crossing filed an apphicanen for the pro forma assignment of
WPRT617, a private land mobile heense held m its name. 10 GCNAN - Sec ULS File No 0001002830. This
t1ansaction was approved by the Comnussion on September 3. 2002 and was consummated on Sepiember 4, 2002
ULS File No 0001001014 was amended on September 6. 200210 include WPRT617  On January 16, 2003,
GCNAN filed an appircanon 1o cancel WLT711. effective upon filing and updated Form 603 accordingly. See

February 6 Letter, supra note 62, at 11

2 On June 17. 2003, EAN filed a Form 603 requestng the nansfer of conmrol of EAN to Global
Crossing See ULS File No 0001351238 On lJune 18. 2002, EAN filed a Form 601 requestung Special
Temporary Authonty ("STA”) for that transaction See ULS File No 0001352905 The Wireless
Telecommumecanons Bureau pranted the STA on June 24. 2003, and EAN filed Form 603 requesnng the pro_forma
a~signment of 11s common carmer radio hicenses 10 EAN as debtor-in-possession  See ULS File No 0001359746.
On June 26 2003, the Wireless Telecommunications Bureau granted the assignment which as consurnmated on

Tune 27. 2003 See Tourth Amendment, supra note 1. at2n2
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ORGANIZATIONAL CHARTS'

' See Seprember 18 Lenter, supra nete 10, at Orgamzational Charts for GCL's FCC-Licensed

Scbudianes.
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1

Creditors

| BT

(Except PC Landing Corp.)

Post-Closi 3 Ownership Structuie of Cable Landing Licensees

]

Temasek Holdings (Prdvate) Limited
{Smgapore)

|

Swgapore Technologies Ple Lid
(Singapore)

l

Sinpanore Technologies Telemadia Pte Lid
(Singapore)

l o8 g’

STT Communicatons Limitad
(Singapore)

I

STT Crossing Ltd
(Mauntius)

T 61 5%

GC Acquistion Limited
{Bermuda)

I

GC Holdings Limned
{Bermuda)

I

abal Crossing North Amancan Holdings, Inc

(Deiawara)

1

Global Crossing
Holdings USA, Inc.

|

Global Crossmg
North America, Inc

Globa! Crossing Latin Amerca
& Carlbbean Co

(Delawara) {New York) (Delaware)
| 1 N I J
MAC Landing | | GT Landing ( | PAC Landir GC Pacilc | | GT Landing I
Corp. Com., Corp Landing Corp Corp.
(Delaware} (Delaware) (Dealaware) (Delaware) {Delaware)

Note,

' Tha remaining 1 09% interest in STT Communications

= Cable Landing Licensees

Limited wil be held by the company’s managerment
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Federal Communications Commission

APPENDIX D

NEW GX/EXECUTIVE BRANCH AGREEMENT



AGREEMENT

Thie AGREEMENT 15 made as of the date of the last signature affixed hereto by and
wmong Global Crossing Ltd. ("GCL"™), GC Acquintion Limited (“New GX™) and Singapore
Technologies Trlemedia Pte Lid (“ST Telemedia™), on the one hand, and the Federa]l Bureau of
imvesipation {"FBI"), the US. Depanment of Justice ("DQJ), the Deparunent of Defense
("DOD™), and the Department of Hoinelend Sccunty (*“DHS™), on the other (referred to
wndnidually as a "Party” and collecuively as the “Paries™).

RECITALS

WHERYAS, US commumcation systems are essential to the zbility of the U.S.

govanment 10 TAINITITE Tespoasitillies 1o he public To preserve The netional setasty of e ——

Umited States, 10 enforce the Jaws, and to maintain the safety of the public;

WHIREAS, the US government has an obligauon 1o the public to ensure that U.S,
commumcztions and 1elated mformation are secure 1n order 1o protect the privacy of U.S.
persons end to enforce the laws of the LInited States;

WHEREAS, it 1s cntical 10 the wel) beng of the nauon and its citizens to maintzin the
vishibity, mtegnity, and recunty of the commumcations systems of the United States (see, e.g.,
Executive Order 13231, Cntical Infrastructure Protection in the Information Age and Presidential
Decision Directyve 63, Cnucal Infrasmmucture Protection);

WHEREAS, protection of Clussified, Controlled Unclzssified, and Scnsitive Information
it zlso cntical tc U.8 navonal secunty,

WHERILAS, GCL and New GX have an cobhgation to protect fiom unauthorized
disclotwe the contents of wire and ¢lecoonic communcations,

WHEREAS, New GX, through onc ur more of 1ts subsidianies, provides or will provide
the following services: (1) Jocal, long distance and internavional voice services including 1P-
besed voice sermvices, calhng card and toll free voice service, and international 101l fiee service;
(2) private datz and virtual pnvate networking services, including global ATM service, and
frame reday cemnce; (3) broadband fibei-optic capacity on a leased and 1IRU basis, including
private hme service and wavelength service, (4) Internet access services including 1P peening and
wrsnsi service, dedicated Internet access service and internet diakup service; (5) audio and video
conferencing services; (6) mamtenance and installauon services in connection with the zbove,
incivding colocation scrvice, remote access service and managed services; and (7) eny other
telecommuruceations service that New GX mey offer m the future,

WHIREAS, New GX hac or will have direct phyeical or electronic access to certain
customer facilities, including servers, storage media, network connections, bandwidth transpon,
and fuvwalls, and thereby has access 10 a vanety of customer and end-user informzton that is
rubject to US privacy and elecoonic surverllance laws;
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WHEREAS, GCL has ¢ntered nto a Purchase Agreement dated August 9, 2002 and
amended December 20, 2002 and May 13, 2003 (the “Puschase Apreement™), whereby GCL and
1ts wholly-owned Bermuda subsidiary, Global Crossing Boldings, Ltd., will mansfer all of their
assets and opersuens, including ownership of their U.S. subsidiaries, to New GX, and ST
Telemedia will zcquire, directly or thiough a subsidiary, a 61.5 percent equity and voting interest
in New GX in exchange Jor, inier alia, an investment of $250 mlhon in New GX, which
Puschase Apreement has been epproved by the United States Bankrupicy Court for the Southern
Distnet of New York, and GCL, New GX and ST Telemedia have represented that the proposed
transaction does not involve, duectly or indirectly, investment in GCL, its subsidiaries, assets
and cperations by any foreign company other than ST Telemedis;

WHEREAS, GCL znd New GX have filed with the Federal Communications
Commissien ("FCC”) applicatuons (in FCC B Docket No. 02-286) under Sections 214 and
310(d) of the Communications Act of 1934, as amended (the 1996 Act™), 47 U.S.C. §§ 214 and

310(d), end the Act Relating 10 the Landing and Operation of Submarine Cables i the United
States, as amended (the “Cable Landing License Act™), 47 U.SC. §§ 34-39, secking FCC
spproval of the wansfer of contal to New GX of GCL’s subsidianies that hold FCC
suthonizations and heenses, énd 1 connection therewith have zlso filed with the FCC a petition
pursusnt to Section 210(b)(4) of the 1596 Act for a declaratory ruling that the proposed indirect
foreign cwnerstup interest of ST Telemedia mn the FCC-hicensed subsidianies is in the public
interest;

WHIREAS, ST Telemedia 15 8 company orpanized and cxisung under the laws of
Singapore that is & wholly-owned subsidiary of Singapore Technologies Pte Lid, that in turn
uismately 15 wholly-owned by the povernment of the Republic of Singapore;

WHLEREAS, the FCC’s prant of the applications in FCC 1B Docket Neo 02-286 may be
made subject to conditions relzing 1o natenal security, law enforcement, and public safety, and
whereas GCL, New GX and ST Telemedia have agreed to enter inw this Apreement with the
FBI, the DO), the DOD and the DHE to sddress 1ssues raised by those deparimens and agencies
and 10 1equest that the FCC condnion the wansfer of control approved by the FCC on their

compliznce with this Agreement;

WHEREAS, by Exccutive Oider 1266), the President, pursvant 1o Section 721 of the
Defense Production Act, as amended, authorized the Comminiee on Foreign Investment in the
Unuted States (“CFIUS™) 10 1eview, for nztional security purposes, foreign acquisitions of U.S.

compenies;

WHEREAS, GCL, New GX z2nd ST Telemedia have submitted a veluntary notice to
CFIUS 1egarcing ST Telemedia’s proposed investment in New GX, and GCL, New GX and ST
Telemedia heve entered into this Apreement to resolve any national secunty 1ssuves that the DOJ,
the FBI, the DOD and the DHE might raise, including in the CFIUS review process, and

WHEREAS, 1epresentanves of GCL, New GX and ST Telemedia have met with
jepresentauves of the FBI, the DOJ, the DOD and the DHS to discuss issues 1aised by those
departments and &gencies. In these meetings, GCL, New GX, and ST Telemedia 1epresented
that* (&) they have no present plans, and are not aware of present plans of any other entity, that
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would 1esult 1n a Domestic Communications Company providing Domestic Communications
tucugh facilites located outside the Unuted States, except as otherwise provided in Section 2.1
of tis Agreanent, (b) ST Tclemedia 15 an entity whose commercial operations are wholly
separate from the government of the Republic of Singapore and whose activities are overseen by
independent 1epulatory authonues in Singapore, (c) no government has or will have, as a direct
or induect sharcholder of New GX, special voung or veto rights concerning the actions of New
GX, and GCL 2nd New GX are aware of no plans the result of which would confer special
voling or veto nghts to eny government, and (d) except as otherwise provided in Section 3.22,
there are no presenmt plans, end GCL and New GX are aware of no present plans of any other
entnty, as 2 result of which GCL or New GX will provide, diect, control, supervise or manage
Domesuc Comrmunications through facilines located outside the United States.

NOW THEREFORE, the Panies are entering into this Agreement to address national
securnity, law enforcement and public safety issues.

ARTICLE 1: DEFINITION OF TERMS

As used in this Agreement:

11 "Call_Arsocated Data” means any information related to a Domestic
Comgmunication or related 1o the sender or recipient of that Domestic Communication and,
10 the extent mantzined by & Demestic Communications Company in the normal course of
business, ncludes without limiation subscriber identificstion, called party number, calling
party number, start ome, end time, call duration, festure invocation znd deactivation, feature
interaction, 1egistravion informanon, user location, diverted to numbers, conference party
numbers, post cut-through diel digit exiracuon, in-band 2nd out-of-band signaling, and party
add, drop and hold

1.2, “Classified Information” means any information that has been determined
pursuamt 10 Executive Order 12958, or zny predecesser or successor order, o the Atomic
Energy Act of 1954, or any stzrute that succeeds or amends the Atomic Energy Act, to
require protection agamst unauthorized disclosure,

13 “Contrel” and "Cenuols™ means the power, duect or indirect, whether or not
exercised, and whether o1 not exercised or exercisable through the ownership of a msjority
or & dominant munonty of the total outslsnding voting securities of an entity, or by proxy
voung, convactual anangements, or other means, to determine, direct, or decide matiers
affecting &n entity, 1n panicular, but without hmitation, to determine, direet, take, seach, or

cause decisions 1egarding:

() the sale, lease, monpage, pledge, or other transfer of any or all of the principal
assets of the untity, whether or not in the ordinary course of business;

(i)  the dissolution of the entiry;

{(m)  the closing znd/or 1clocation of the producuon or research and development
facilities of the entity;
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(v} the wrmination o1 nenfulfillment of contrects of the entity;

(v)  the zmendment of the anticles of incorporation or constituent agreement of the
enuty with respect 1o the matters described in subsections (i) through (iv) above;
or

(vi)  New GX's znd GCL’s obligations under this Agreement.

14 “Conurelled Unclasaified Information™ means unclassified information, the export
of whuch is contralled by the Imemational Traffic in Arms Regulations (ITAR), 22 CF.R.
Chapterl, Subchapter M, or the Expont Administration Regulations (EAR), 15 CFR,,
Chapier V11, Subchapter C., ‘

1.5 “De facic” and “de jure” control have the meanings provided in 47 C.FR. §
32130

16 "DHS™ means the U.S. Department of Homeland Secunty.

17. “DOD"” means the U §. Depanment of Defense,

18 “D0OJ” means the U.§ Depantment of Justce.

19. “Domestic_Communicztions™ meaps (i) Wire Communications or Electronic

Commurucations (whether ciored or not) from one U.S. location to another U.S. locstion
and (1) the U 8. poruon of 2 Wie Comumnunication or Electronic Communication (whether

stored o1 not) that originates or terminates in the United States.

110 “Domestic Commmunicztions Company” means all those subsidianies, divisions,
departments, branches, other compenents of New GX and any other entity over which New
GX har de facto or de jure control that provide Domestic Communicstions. 1f any
subsidiary, division, depariment branch, other compenent of New GX or any other entity
over which New GX has de facto or de jure control provides Domestic Communications
sfter the daote that a1l the Panties execute this Agreement, thea such entry thall be deemed
10 be a Domestic Commumications Company. 1f any Domestic Communications Company
cnlers inlo joint ventures under which a jownt venture or another entity may provide
Domesuc Communications, and if a Domesuc Communications Company has the power or
authonity to exercise de facio ot de jure contro} over such entity, then New GX will ensure
that entity shall fully comply with the 1erms of this Agreement. The term “Domestic
Comununications Company” shall not include acquisitions by New GX in the U.S. afiey the
date this Agreement is executed by all parties only if the DOJ, FBL, DOD and DHS find that
the 1erms of tius Agreement are inadeguate to address national security, law enforcement or
jpublic szfety concerns presented by that acquisition and the necessary modifications to this
Agreement cannot be reached purruant 1o Section 8 10 below. Nothing in this definition
;hSaH cxempt any Domestre Conununications Company from its obligations under Section

I.]I.. "Demesne. Communmications Infrastructure” means (2) transmission, switching,
brdging and routing equipment (including software and upgrades) subject 1o control by &
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Domestic Commumcations Company and in use to provide, process, direct, control,
supervise o1 manage Domesuc Communications, and (b) facilities and cquipment in use by
or on behalf of & Domestic Communications Company that are physically located in the
Untted States, or (c) fac:hues in use by or on behalf of a Domestic Communications
Company 10 control the tquipmemt descibed in (8) and (b) 2zbove.  Domestic
Cemmunicstions Infrastructure does not include equipment or facihties used by service
providers that are not Domestic Cemmunications Comparnyes and that are:

() interconnecting communications providers; or
(i}  providers of services or cantent that are

(A)  accessible vang the communications services of Domesuc
Commumcavons Companies, and

(B) available i substantially similar form and en commercially reasonable
trms through cotmunurnications services of compames other than Domestic
Communications Companies

Domestic Commumications Infiastructure does not wnclude eguipment dedicated to the
termination of mternational undersea cables, provided that such equipment 15 uihzed sclely to
tffectuate the opeiztion of undersea tansport network(s) outside of the Uruted States and in
no manner contols land-bssed vanspon nerwork(s) or thew associated rystems w the United
Sates.

112 “Effective Date” mcans the date on which the tansactions contemplated by the
Purchase Agreement are consummated.

1.13 “Electromc Commurnication” has the meamung given s 18 USC § 2510(12).
114, “Electtomic_Surveyllance™ means. (a) the intercepuion of wire, oral, o1 clectronic

communicauons as defined m 18 U.S C. §§ 2510(4), (1), (2), and (12}, sespectively, and
clecuonic surveillance as defined in 50 U S.C. § 1RDI(f); (b) access to stored wire of
electonic communicetions, as refened 10 n 18 WS C & 270] er seg , (¢) acquisition of
dialing, 1ouung, addressing o1 signaling :nformation through pen 1egister of u2p end trace
devices or other devices or features capable of acquuang such informzton pursuznt o law as
defined m 18 U S.C. § 3121 er5eg and 50 U.S.C. § 184] erseg , (d) acquisinion of location
reluted information concerning ¢ service subscnber or facility; (¢) preservation of any of the
above information puriuant to 18 U.S.C. § 2703(f), and (f) access 10, or ecquisition of
mterception of, or preservation of communications or informauen as described i (a)
through (¢) above and comparzble State laws.

1.15. “TB]" mecans the Federal Bureaw of Investigation.
116. ‘Foreign” where used in this Agrcement, whether capialized or Jower case,

means non U.S.

1.17 “GCL" means Global Crossing Ltd , s Bermuda corporation.
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118. “Governmental _Authority” or  “Govermmental  Authorities” means any
govermment, or any governmental, sdministrative, or regulatory entity, authority,
commission, board, agency, mstumentality, bureau, or political subdivision, and any cour,
tmbunal, yudical, or arbige] body.

119 “Intercept™ o1 “Intercepted™ has the meaning defined in 18 U.S.C. § 2510(4).

120. "Lawful U.S Process” means lawful U.S. Federal, siate, or local Electronic
Surveillance or other coun orders, processes, or authorizations issued under U.S. Federal,
state, o1 local law for physical scarch or seizure, production of tangible things, or sceess to
or disclosure of Domestic Communications or Call Associated Data, including
Transacuonal Data or Svbscnber Informauon.

1.21. ‘Network Mearagement Information” means network mansgement operstions

plans;--processes—and—preceduresy —the—placement—of~Network—Operating—Center{syamd—————
linkages (for service off load o1 adminustrative activities) to other domestic and international
carners, 15Ps and other cnucal infrastructures; descriptions of 1P networks and operations
processes and procedures for management contol amd relation to the backbone
mfiastucture(s) including other service prowviders; descripion of any unique/proprictary
contro]l mechamisms as well as operating and admungstative software; and network

perfonmance mformation

122 “New GX" means GC Acquisition Limited, a Bermuda corporaton, and its
subsidianes and affiliates.

123, “New GX Board” mezns the board of directors of New GX

124 “OPM™ means the Office of Personnel Management of the U S. Government.
1.25 "Party” and "Panies™ have the meanngs given them in the Preamble,

1 26. “Pro forma scaipnments® or ‘pro forma transfers of conool” are transfers that do

not invelve a substantial change in ownership or control as provided by the FCC's Rules.

1.27. “Purchase Agrecment” has the meaning given 1 the Recitsls.

1.28, “Secunty Committee” means a8 cornmattee of the New GX Board the mandate
of which 35 10 oversee sccunty matters and implementation of this Agreement within
New GX.

129 “Secunty Direcior™ has the meanng given in Section 3.15.
1.30. “Secunty Officer™ has the meaning given in Secuons 3.10 and 3.13.

131 "Sensitive Informastion” means information that is not Classified Information
regarding (&) the persons or farilines that are the subjects of Lawful U S. Process, (b) the
identity of the government sgency or agencies serving such Lawful U.S. Process, {c) the
Jocation o1 identity of the line, cicuit, vansmission path, of other facilities or equipment
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used to conduct Elecuonic Surveillance pursuant to Lawful U.S. Process, (d) the means of
carrying out Electionic Surveillance pursuant 1o Lawful U.S. Process, (e) the type(s) of
service, iclephone number(s), rccords, communications, or facilities cubjected to Lawful
U S. Process, () informeuon decmed 1o be Sensitive Information pursuant to Executive
Onder, decision or gudelines, and (g) other information that is not Classified Information
designated in witing by an awthorized official of @ Federal, state or local law ¢nforcement
zpency or a U.S. intelligence agency as "Sensitive Information.” Domestic
Communtcations Companies may dispute pursuant to Artcle 4 whether information is
Sensitive Information under this subparagraph. Such information shall be treated as
Sensitive Information unjess and until the dispwte is resolved in the Domestic
Communications Cormnpanres' favor.

132 “ST Telemedia™ has the meaning given in the Preamble.

“Sutrrnber Infomston”  weans nformerion TeJSlng W subscribers or
customers of Domestic Communicetions Compeznies of the type r1eferred to and
accessible subject 10 procedures specified in 18 U.S.C. § 2703(c) or (d) or 18 U.S.C. §
2709 Such information shall zlso be considered Subscnber Information when it is sought
pursuant to the provisions of other Lawful U.S. Process.

1.34, “Transacuonal Daa” means:

() “call 1dentifying informetion,” as defined in 47 V.S C. § 1001(2), including
without hmyttion the telephone number or similar 1denufying designator
associated with 2 Domesuc Comununication;

() any informauon possessed by a Domestic Communicatons Company relating
specifically to the sdenuty and physical address of a cusiomer or subscriber, or
account pzyer. or the end-user of such customer or subscriber, or account payer,
or associated with such perron relaung to all 1elephone numbers, domain names,
IP addresses, Umform Resource Locators (“URLs™), other identifying
designators, types of services, length of service, fees, uszge including billing
sccords and connection logs, and the physical location of equipment, if known
and 1f diffcient from the location information provided under (1v) below;

(1} the time, date, uize or volume of data transfers, duration, domain names, MAC
or 1P addresses (incJuding source and destination), URLs, port numbers, packet
s1zes, protocols or services, special purpose flags, or other header information or
ydentifying designators or characteristics 2ssociated with any Domestic
Commumnication, and

(v)  as to any mode of trensmussion (including mobile transmissions), and 1o the
extent permatted by U.S laws, any information mdicaung as closely as possible
the physical location 10 or fiom which a Domesic Communication is
uansmitted. )
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The 1erm ncludes all records or other information of the type referred 1o and accessible
cubject to procedures specified in 18 U.S.C. § 2703(c)(1) and (d), but does not include the

content of eny communication.

1.35 “United Smtes,” “US,” or *U 8."” means the United States of America including
all of 115 Swates, distncts, 1emitones, possessions, commonwesalths, and the special maritime
and wemitonial jurisdiction of the United States.

1.36 “Wire Communication™ has the meaning given itin 18 US C. § 2510().

137 Qther Defitional Prowvicions. Other capitalized terms used in this Agreement
and net defined m this Anicle rhall have the meanings zssigned them elsewhere in this
Agreement  The defimuons 1n this Agreement are applicable to the singular as well as the
plural forms of such 1erms and to the masculme as well as to the feminine and neuter

——————pendery of suchterm—Wheneverthe-words *4nclude;*includes;™or *inc luding™are-used-in—-

this Agiecment, they shall be deemed to be felowed by the words “without limitation.”
ARTICLE 2; FACILITIES, INFORMATION STORAGE AND ACCESS

21 Domestic Commumcetions_Infrastrocture.  Except to the extent and under
condinons concured in by the FBI, DOJ, DOD, and DHS i wnting:

$)] all Domesuc Communications Infrastructure that 1= owned, operated or
contrelled by &8 Domestue Communications Company shall at all umes be
located n the Umited States and will be directed, conmolled, supervised and
manzged by @ Domestic Communications Company, and

() all Domestic Commumncanens that are carried by or thycugh, 1n whole or in pan,
the Domestc Communications Infrastructure shall pass through s facility under
the control of @ Demestic Communications Company and physicelly located in
the United States, from which Electronic Sumcillance can be conducted
pursuant to Lawfu] U.S. Process. The Domeste Communications Company
will provide technical or other assistance 10 faciintate such Electronic
Surveillance.

(m) foreign conncctons to the domestic Global Crossing nerwork shall te on a
pateway basis using industry best pracuces (5 ¢, both tignaling and taffic shall
be moniored for unauthonzed access, network ntrusions and other malicious
acuvity). Such pracuces will be jointly determined by New GX and the FBI,
DOJ, DOD and DHS.

.2 Compliance with 1ewful US. Process Domestc Communications Companies
shall wke all practicable steps 1o configure their Domestic Commurucations Infrastructure to
be capable of complying, and Domesuc Communications Company employees in the United
States will have unconstzined authonty 1o comply, in an cflecuve, efficient, and unimpeded
fzsthuon, with:

0 Lawfad U S Frocess;
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the o1ders of the President in the exercise of his/her authority under § 706 of the
Communicztions Act of 1934, as zmended, 47 U.S.C. § 606, and under § 302(c)
of the Aviation Act of 1958, 49 US.C § 40107(b) and Executive Order 1116}
{as amended by Executive Order 11382), and

Nztional Secunty and Emergency Preparedness rules, regulations and orders
sesued pursuant to the Commumications Act of 1934, as amended, 47 U.S.C. §
15} e seq.

Information Storepe znd Access. Domestic Communications Companies shall

store exclusively in the United States the following:

()

stored Domestc Cemmunicztions, if such communications arc stored by or on
behalf of & Domestic Communications Company for any reason;

(i)

(3i1)

()

v)

(vi)
24.

any Wire Communicatsons o Elecronic Communications (including any other
type of ware, voice o1 clechonic conununication not covered by the definitions
of Wire Comznunication or Electonic Communication) received by, intended to
be received by, or stored in the account of & customer or subscriber of 8
Domestic Commurucations Company, if such communications are stored by or
on behalf of a Domestic Commurscations Company for any season;

Transactiona] Data and Call Associsted Data relatng to  Domestic
Communications, 1f such dsta are stored by or on behall of a Domestic
Commurucanens Company for any reason;

Subscrber Informsuon, if such information is stored by or on behalf of »
Domeste Commumicenions Company for any reason, concermning customers who
are U S-domiced, cusiomers who hold themseives out as being U.S.-
domiciled, znd customers whe miske a Domestic Communication,;

billmp tecords of customers who are U.S.-domiciled, customers who hold
themselves out a5 bemng 1 § -domiciled, and cusiomers who make a Domestic
Communiczlion, for so Jong as such records are kept and at 8 minimum for as
Tong ac such 1ecords are 1equired to be kept pursuant to applicable U.S. Jaw or
thus Agreement, and

Network Management information,

Billing Records. Domestic Commumeations Companies shall store for at least 18

months &1 billing records described m Section 2.3(v) above Nothing in this parzgraph shall
sequire a Demesne Communications Company 10 store such records for longer than 18

months.

2.5.

Storape Pursusng 1o 18 U S C. § 2703(f). Upon & request made pursuant to 18

U.SC. §2703(f) by a Governmental Authority in the United Stsles to preserve any
isfermation in the possession, custody, of conrol of Domeste Communications Companies



Page 10

‘that 15 envmerated in Section 2 3 sbove, Domestic Communications Companies shall store
such information in the United States.

26. Comphance with US Law. Nothing in this Agrcement shall excuse a Domestic
Commurucations Company fiom any obligation 1t may have to comply with U.S. Jegal
requrements for the rewcntion, preservation, or production of such informaton or data,
Similarly, i any action 10 enforce Lawful U.S Process, Domestic Commurnication
Companies have not waived any Jegal right they might have 1o sesist such process.

2.7. Rouung of Domesue Commurications. Except for routing of traffic (i) to U.S.
states, terntones and possessions cutside the Conunental United States, (ii) to avoid network
disruptiors, (1if) consistent with least-cost routing practces that are implemented pursuant to
pohicres 1eviewed and approved by the third- party auditor selected pursuant to Section 5.8 of
this Agieement, and (iv) as otherwise may be agreed by the DOJ, the FB], DOD and the

DHS, Domesuc Communicanons Comparues shall nol 1oule Domestic Commurucalions
outside the United Suates.

28 Interconnecuon  Armanpements  with ST Telemedia  and_ Subsidiaries.
Imerconnecton arrangements berween Domestic Communications Compamnies, on the one
hend, and ST Telemediz and its subsidiaries, on the cther hand, shall be on an arms’ length

basis,

29, CPN]  Domesuc Commurscahons Companies thall comply, with respect to

Domestic Communications, with all apphcable FCC rules and regulstions poverung access
10 end <torage of Cusiomer Propnetary Netwark Information ("CPNI™), as defined 1n 47

U.S C. §222(h)1).

210, Storage of Protected Information  The steotage of Clessified, Controlled
Unclassafied, and Sensitive Informztion by a Domestic Cemmunications Company or its
contractors at any location outside of the United States 1s prohubited, unless the storage is at
a US. miliwary fscility, a U.S Embassy or Ceonsulate or cther Jocation occupied by & U.S.
LOVEIMINENi i ganization.

2.11. Ncrwork Topegraphy. Ne later that 30 davs afier the Effccuve Date of this
Agiecement, New GX will provide 1o the FBI, DOJ, DHS and DOD a compiehensive
description of the New GX domestc telecommunications network to include lecation of
servers, touters, switches, aperanonsa] systems sofrware, and nerwork sccursity appliances

and software,

ARTICLE 3: SECURITY

3] Measures 1o Prevent Improper Use or Access  Domesuc Communications
Companies shall take all reasonable measures 1o pievent the use of or access to the
Demestic Cemmunications Infrestructure 10 conduct Electronic Surveillance, o1 1o obtain or
disclose Domestic Comunumcanions, Classified Information, Sencitive Information, or
Conuolled Unclassified Informzuon, 1n viclauon of any U.S. Federal siate, or local Jaws or
the terms of this Agreement. These measures shall wmclude creating and complying with
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detniled techmical, organizeuional, operational, and personnel controls, policies and writien
procedures, necessary mplementztion plans. and physical security measures.

32 Vigitstion Policy. No lates than ninety (90) days afier the Effective Date, New
GX shall adopt and ymplement a visitztion pohcy for Domestic Communications
Companies, for all visits to Domestic Communications Infrastructure, New GX will consult
with DGJ, DHS and DOD on the design and smplementation of its visiauon policy. The
visiation policy shall differenniate berween categories of visits based on the sensitivity of
the information, equipment and personnel 10 which the visitors will have access The
visiation policy shall require that.

) the Secunty Officer shall review and approve or disapprove requests for visits
1o Domestc Communicztions Infrastructure (provided that, with respect to
carrier hotels and other chared faciliues, this policy will apply solely b the

porron—ofthr—fenility—conuolled—by New GXJ by ailworrt S—persoms;————— — ~
orgamizalions and entiies,. The Secunty Officer shall approve or deny visit

requests on the bzois of their compliance with the visitation policy; the Security

Officer may spectfica)ly deny any visil request on secunty o1 jelated grounds,

which grounds will be described more fully in the visiation policy.

{11} a written 1cquest for wpproval of a visit must be submitted to the Security
Officer no lest than seven (7) days prior to the date of the proposed visit. 1fa
written 1equest cznnot be provided withm seven (7) days of the proposed visit
beczuse of an unforeseen exsgency, the request may be communicated via
tclephone to the Secunty Officer and immediaely confirmed in writing;
Liowever, the Secunty Officer may refuse 1o accept any request submitied less
than seven (7) days prior to the date of such proposed visit if the Security
Officer determines that there 1s insufficient ume to consider the request.

(m) the exact purpose wnd justficavon for the visit must be set forth in detail
cufficient 1o enzble the Security Officer 10 make an informed decision
concerming the zppropriatencss of the proposed visit, and the Security Officer
may icfuse 10 accept any 1equest that he or she believes lacks sufficient
informztion. Each proposed wisit and each individual visitor must be justified
and a separzte approval request must be submutied for cach visit.

(V) the Secunty Officer evaluate the 1equest as soon 2s practicable zfier receiving it.
The Secunty Officer may sppiove or disapprove the request pending submittal
of sdditional mformation by the rcquesier. When practicable, the Secunty
Officer’s decision shall be commiunicated to the requester by any means at Jeast
one (1) day pnor to the dste of the proposed visit, and, in all cases, the decision
<hall be confirmed in writing as promptly as possible.

(v) a 1ecord of &ll such wvisit 1equests, including the decision to epprove or
disapprove, and informanoen regarding consummated visits, such as date and
place, as well as the names, business afliliztion and dates cf birth of the visitors,
and New GX personnel mmvolved, be maintzined by the Secunty Officer. In
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addnion, a chionological file of all documentation associated with such visits,
together with records of epprovals and disapprovals, shall be maintained for two
(2) vears by the Secunty Officer for provision ai the request of the third party
zuditor idenuficd pwsusnt 10 Section 5.8 below, or of the DOJ, FBL, DOD or

DHS.

(vi)  wisitors be escorted at all times by an employee, and within conditions,
including appropnate restnctions on access, set forth by the Security Officer
that are commensurate with the place and purpose of the visit.

The perues may agree 1n the visitation policy that certain visits of a youtine and
non:ensiive nature are exempt from one or more of the requirements above.

—23 Recordsol-Communmcsyone—adth- Non- -8 -Citizens-and- Nenr U-S-Enutics—New—————- - -

GX chall manizin a full end complete record of every electronic or wntlen communication
by the New GX directors, officers, employees and zpents, with ST Telemedia directors,
officers, employees and agents (incleding the names, business affiliations, and substance of
the commumucatiens ) that are 1elated to interconnection agreements, Secunty Procedures and
Policy, 28 well as mzjor equpruent purchases outlined in section 3.18, and Joint Venture
provisions cuthined in section 5.3, relating to Domestic Communications Companies. These
records shall be mazintained for a penod of five (5) years by the Secunty Officer for
provision at the request of the third party zuditor identified pursuant 10 Section 5.8 below, or
of the DOD, DOJ, FBI or DHS.

14 Accest by Foreign Government Authonty. Domestic Communications
Ccmpznies +hall not, directly or indiectly, disclose or permit disclosure of, or provide
nccess 10 Domesne Communicztions, Call Associated Data, Trensactiona]l Data, or
Cubsenber Informantion stored by Domestic Communications Companies to any person if
the purpose of such eccess 15 1o 1espond to the Jegal process or the request of or on behalf of
a foreign government, 1dentified 1cpresentative, component or subdivision thereof writhomt
the express wntlen consent of the DQJ or the avtherization of a coun of competent
junsdichon n the Urnied Sizles.  Any such requests or submission of lega) process
descnbed 1n this Section 34 of this Agreement shall be reponed 1o the DOJ as soon as
possible and in no event later than five (5) business deys afier such request or Jegal process
1s teceived by and kown 10 the Secunty Officer. Domestic Communicatipns Companies
shall take rezsonzble measules 1o ensure that the Security Officer will promptly learn of all
such requests o1 submission of legal process described in thus Section 3.4 of this Agreement.

3.5, Disclosure to Foreipn Government Authorities.  Domestic Communications
Compenies shall not, directly o1 indirectly, disclose or permit disclosure of, or provide
aCCESS 100

) Classified, Sensitrve, or Controlled Unclassified Informatiomn or
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(1) Subscriber Information, Trensactional Dats or Call Assowated Data, including a
copy of any Wire Communicztions or Electronic Communication, intercepted or

acquired pursuant 1o Lawful U.S. Process

to any forvign govermment, :denufied 1epresentaive, component or subdivision thereof
without rausfymg all appheeble U S Federal, state and Jocal Jegal requirements pertinent
thereto, 8nd obtzining the eapress wntien consent of the DOJ or the authorization of a court
of compeient yunsdicuon in the Unaied States. Any requests or any legal process submitted
by a forcign government, andentified sepresentative, a component or subdivision thereof
to Domesuc Communications Companies for the communications, data or information
identified i this Scction 3.5 of this Agrcement that is maintained by Domestic
Communications Compames shall be referied to the DOJ as soon as possible and in no
event Jater than five (5) business days afier such request or tepal process is received by and
known to the Secunty Officer unless the disclosure of the request o7 Jegal process would be

I VicIElon of &N order of @ court of comperent jonsdiction withinthe UnitedStates—
Domestic Comumunications Companies shall 1ake reasonable measures 1o ensure that the

Security Officer will promptly leam of 2] such requests or submussion of legal process

described in this Secuon 2.5

36, Noufication of Access or Thsclocure Regquerts from Foreipn Non-Governmental
Emities Within runety (90) days of 1eceipt, Domestic Communications Companies shall
notufy DOJ in writing of legal process or requests by foreign nongovernmental entities 1o
Domestic  Communiceuons Companes for access to or disclosure of Domestic
Communic ations unless the disclosure of the legal process or request would be in viclation
of an orde) of a coun of competent junsdiction within the United States.

37 Cecunty_of Lewful US Process Demesuc Communications Companies shall
protect the confidentiehty and secunty of all Lawful U.S. Process served upon them and the
confidentiality and secunty of Classified, Sensitive, and Conuolled Unclassified
Information m sccordance with US Federc) and stete law or regulation and this Agreement.
Informevon concerming Lewful U S Process, Classified Information, Scnsitive Information,
or Convolled Unclessified Informanion thall be under the custody znd conwol of the
Secunty Officer.

3 8. Points of Contact Withun founeen (14) days zfier the Effecuve Date, Domestic
Commumcations Compzrues shall designate in writing 1o the FBI, DOJ, DOD and DHS at
least three nominees alreedy holding U S secunty clearances, or who are eligible to receive
such clezrunces znd whose applications for such clearances have been submitied 1o DOD, 10
serve as & primary and two secondary points of contact within the United States with the
suthonty znd responsibihity for accepting and oversecing the carrying out of Lawful U.S.
Process. The points of contact shall be assigned to Domestic Communications Companies’
office(s) m the Unied Stetes, shall be avzilable twenty four (24) hours per day, seven (7)
days per week and shall b 1esponsible for accepting senvice and maintzining the security of
Clussified, Sensitive, and Controlled Unclzssified Information and any Lawfal U.S, Process
in accordance with the requirements of U.S. law and this Agreement.  Promptly afier
designzting such pomts of contact, Domestic Communicztions Compames shall notify the
YBl, DOJ, DOD and DHS 1 wnting of the pomnts of contact, end thereafier shall promptly
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noufy the FBI, DOJ, DOD and DHS of any change in such designation. The points of
contact shell be sesident U.S. ciuzens who hald U.S. security clearances (which may include
imlenm secunty clearances), as outhned in Executive Order 12968, and shall serve as points
of contact for new Domestic Cornmunications Companies unless and until the FB], DO)J,
DOD and DHS are notified of any change in designation Domestic Communications
Companies shall cooperate with any request by a Government Authority within the United
States that a bachgicund check and/or security clearance process be completed for a
designated poimt of contact.

39 Informabon Secunty Plan Domestic Communications Companies shall develop,
document, implement, and maintain an information security plan to:

0] mwintain eppropnaicly secure facilities (e.g, offices) within the United States for
the handhng and storage of any Classified, Sensitive or Controlled Unclassified

——nformation;-

(n) teke appiopriate mezsures 10 prevent unauthorized access to data or facilities
thzal might contain Classified, Sensitive, or Contolled Unclassified Information;

(m)  astgn U8 cmzens o positions for which screening js conternplated pursuant to
Secuon 3.12;

(iv)  upon 1cquest from the DOJ, FBl, DOD or DHS, provide the name, socisl
secunty number and date of birth of each person who regularly handles or deals
with Sensitnve Information;

) reguire that personnel hendling Classified Information shall have been granted
appiopnele secunty clearances pursuant 10 Executive Order 12968;

(vi)  provide that 1he pounts of contact descnbed in Section 3.8 of this Agreement
thall have sufficient suthority over any of Domestic Communications
Companes’ employees whe mezy handle Classified, Sensitive, or Contolled
Unclestified Information to maintain the confidentiality and security of such
informzven 1 accordance with applicable U.S. legal authonty and the 1erms of

this Agreement;

(vi) cnsure that the disclosure of or access 10 Classified, Sensitive, ar Convolled
Unclzssified Informetion is limited 1o those who have the appropriate sccurity
clearances and authonty,

(vii} establish a formal wncident response capability with reference 10 OMB Circular
A-130 end NIST Special Pubhications 800-3, 800- 18 and £00-47; and

(x)  denufy the types of pesitions that require screening pursuant to Section 3.12,
the yequired nigor of such screening by type of posinon, and the criteria by
which Domesyc Conmynunications Companies will accept or reject screeped
persons (“Screencd Personnel™).
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310, Secunty Officer Respensibilines md Duties.  The Head of Global Security of
New GX, o1 @ designee 1n a duect reponing retationship with the Head of Global Security,
shall serve as the Security Officer with the primary responsibility for ensuring compliance
with the Domesne Cemmunications Companies’ obligations under Anticle 3 and Sections
52,5.5,56,57,5.11, and 5 )2 of this Agreement, and shall have the quzlifications set forth
im Secuon 3.13. Within thiny (30) days afier the Effective Date, New GX shall notify the
DOJ, TBI, DOD and DHS of the identty of the Security Officer.

311, Disclosure of Protected Data  In carrying out the responsibilities set forth in
Section 3 10, the Sccunty Cfficer thall not directly o indirectly disclose information
concerning Lawful US, Process, Chssified Information, Sensitive Information, or
Connolled Unclocsified Information 1o any thisd party or to any officer, director,
<harcholder, employee, spent, o1 contractor of New GX oy any Domestic Communications
Company, including those who serve mn a supervisory, managenal o1 officer role with

Téspect 1¢ the Security Officer, except 10 @ Secunty Director (3) consistent with the Security
Officer’s or the Security Coroninet’s dunes or (i) 10 the cxtent required to comply with
thas Agreement, unless discJosure has been approved by prior wntlen consent obtzined from
the FBI, DOJ, DOD or DHS o1 there 15 an official need Tor disclosure of the informsation in
oider 1o fulfill an olligeton consistent with the purpose for which the information is
collected or maintamned.

312 Screemng of Personme] Each Domestic Cormmunications Company  shall
ymplement @ thoough scieening process through a reputable thurd-party 10 ensure that all
rersonnel whose positon mvolves access to the Domestic Comumunicztions Infrastucture
that enables those persons 10 monitor the content of Wire or Electronic Communications
(mncluding wn clecuonic storape) or to have access to Trunsactional Deata, Call Associated
Data or Subscriber Informenion, persons who have access 1o Sensitive Information, and
sceunty personnel mect personnel screening requirements agreed to by New GX, DQJ, the
FB1, DOD and DHS The screerung process undertaken pursuant to this Section shall
follow the guidance to U'S povernment agencies for screening civilan Federal employees
it Executive Order 10450, wnd :lall speaifically include & background and financial
mmveshgstion, an sdditional crimina) record check, and a review of st Jeast three references.
Newly hired persunnel wiil 2iso be required to sign 8 non-discloswe agreement approved in
sdvance by DOJ, FBI1, DOD and DHS.

0] New GX shall consult with DOJ, the FBl, DOD and DHS on the screening
procedures uthized by the 1epuiable third party and shall provide to DO), FBI,
DOD and DHS a bist of the positions subject 10 screening. New GX shall utilize
the cntenia identified pursuant 10 Section 3.9 (ix) to screen personnel, shall
rcport the sesults of such screening on a regular basis to the Security
Commutice, znd shall, upon request, provide to the investigations services of
the DOJ, the FBI, DOD znd DHS o1, in the altemative, to the investipations
service of OPM, sll the information it collects in iis screening process of cach
candidate. Candidetes for these positions shall be informed that the information
collected dunng the screening process may be provided 10 the U.S. povernment,
and the czndidates shell consent to the shanng of this mmformation with the U.S.
govermment,
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. (1) If the DOJ, the FB], DOD or DHS so desires, it may on its own, or through
OPM’s investipztions service, conduct further background checks for Screened
Personnel. New GX will cooperate with any U.S. government apency
undenaking any such further background checks.

(1}  Individuals who are jejecied by the DOJ, the FBI, DOD or DHS for the
screcning tequitements zgreed to pursuant to this Section 3.12 of this
Agreement will not be hired or, if they have begun their employment, will be
immediately jemoved from their positions or otherwise have their duties
immediately modified so that they are no longer performmg a function that
would require screening under this Section. New GX will notify the DOJ, the
FBI, DOD and DHS of the transfer, deparmure, or job modification of any
individual rejected as a 1esult of the screcning conducted pursuant o this
Section 3.]12 of this Apreement withun seven (7) days of such transfer or

departure, and hall provide the DUJ, the FBI, DUD and DHS wiih {he name,
date of birth and social secunty number of such individual.

(iv)  New GX shall piovide vzining programs 1o instuct Screened Personnel as to
therr cbligations under the Agreement and the mezintenance: of their
trustworthiness determination o1 requirements otherwise zgreed. New GX shall
micnitor en a 1egular basis the stetus of Scieencd Personncl, and shall remove
persennel who no longer meet the Screened Personnel requirtements

{v} New GX shall maintain 1ccords relanng te the satus of Screened Personnel, and
shall provide these records, upon reguest, to the DOJ, FBL, DOD, DHS or any
third party zuditor appointed under the terms of Sccuon 5.8 below.

313. Cualification of Principal Nerwork and Secunty Officers New GX chall employ
2 Head of Network Operztions and & Head of Global Secunty for Domestic
Communications Comperues  Wuhin thirty (30) days zfier the Effecove Date, New GX
shall noufy the DOJ, FBl, DOD and DHS of the 1denndes. of the Bead of Network
Orerations and the Head of Global Secunty. The Head of Nerwork Operations and the
Head of Global Secunty, and any designee of the Head of Global Secunty who serves as the
Secunty Officer under Section 3 10, shall be resident citizens of the Umited States who, if
not abready in posscesion of U.S secunty clearances, sholl epply for U.S sccunty clearances
pursuant 10 Executive Order 12968 ummediately upon thewr appointment; who are subject 10
the screemung requirements of Section 3.12 of this Agrecment, and whose ¢ppointment to the
possbion is not objected 10 by the DQJ, the FB], DOD and DHS withun ten (10) days of
receiving notice thereof. 1f the Head of Network Operauons, the Head of Global Security,
ot any designee of the Head of Glebal Sccunty who serves as the Sccurity Officer under
Scction 3 10, does not zlready possess a U S, sccurity clearance, he or she may nevertheless
serve in that position, subject to DOJ, FB1, DOD and DHS approval, pursuant 10 an interim
secunty clearance. New GX thall have the right 10 jemove the Head of Network Opcrations
or the Head of Global Security at any time 2nd to appoint a replacement, subject 1o the 1erms
of this Secion  New GX shall premptly zppoint a person who meets the gualifications of
this Sectien to fill any such vacancy, and shall promptly notfy the DOJ, FBI, DOD, and
DHS in writing of such appointment  In no event shall a vacancy for the position of Head of
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Network Operauons or Head of Global Security exist for 2 period of more than ninety (90)
days before New GX appoints a qualified candidate to fill such vacancy.

314, Quehfication of General Counsel and Head of Human Rerources. Within thirty
(30) days zfier the Effecuve Dae, New GX shall noiify DOJ, FB], DHS and DOD of the
icentiies of the Human Resources executive responsible for hiring and screening and the
Generzl Counsel. The Human Resources exccutive respensible for hiring and screening and
the General Counsel shall be resident citizens of the United States who, if not already in
possession of U S secunty clearances, shall apply for U.S. security clesrances pursuant to
Executive Order ]12968 immrediately upon their appointment; who are subject to the
scieerung 1equirements of Section 3 12 of thus Aprecment; and whose zppointment 10 the
posien 15 not objected to by the DOJ, the FBI, DOD or DHS within ten (10) days of
recerving notice thereof 1 the Human Resowrces executive responsible for hiring and
screerang of the Genersl Counsel does not already possess a U.S. security clearance, he or

she may neveriheless serve in thal position, subject to DOJ, FBI, DOD and DHS approval,
pursuant to an intenm sccunty clearance, New GX shall have the tght to remove the
Human Resources executive sespensible for hiring and screening and the General Counsel at
any time &nd 1o appomnt a replacement, subject to the terms of this Section. New GX shall
promptly appoint a person who meets the qualifications o this Section to fill any ‘such
vacancy, and shall promptly noufy the DOJ, FB], DOD, and DHS i writing of such
appointiient  In mo event shall a vacancy for the position of Human Resources executive
sesponsible for Wining and saecrung oy Genera) Counsel exist for a period of more than
nnety (90) days before New GX appoints a qualified candidate to fill such vacancy.

315, Fernblichment of Secuntv Comnunee of New GX Board. The New GX Board
shall esizblish a Secunty Commnitiee to oversee security maners within Domnestic
Communitations Companies.  The Secunty Comnutiee shall be comprised solely of
dueciors (“*Security Direciors”™) who are U.S. citizens; who, if not already in possession of
US secunty clearances, shall epply for U.S. security clearances pursuant to Executive
Cider 12968 uvmmediately upon theur appointmem 1o the Security Commutiee; and who
satisfy the independent directos 1equiremnents of the New York Stock Exchange. If 8
Sccunty Director does not shieady possess 2 US security clearance, he or the may
nevertheless serve as Sccunty Director, subject 1o DOJ, FBL, DOD and DHS approval,
pursuant 10 an ntenm secunty clearance.  The Security Commitiee shall supervise and
sepent to the full New GX Board on all meners selated to security, including implementation
of thus Agreement, consisient with thewr obligation to keep such information confidental.
To perform its function, the Secunity Commirntee shall, among other things, 1eceive reports
from the Head of Global Secunty cn New GX’s compliance with this Agreement, and also
chall receive & summary of any rcport sesued pursuant to this Agreement, including reports
made 1 coanection with zudits conducted pursuant to Section 5.8 of tus Agreement and the
snnual jeport on comphzance irrued purswent 1o Section 5.11 of this Agreement. The
Secunty Comminiee shall, m turn, provide general reponing to the full New GX Board on
New GX's compliance with this Agiecment.

316. Numiber and Nonce of Appeintment of Security Directors. Subject 10 Section
320 be]gw, Oifty (50) percent of the members of the New GX Board nominzted by ST
Telemedia and clected to the New GX Board shall be Secunity Directors. Notice of the
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proposed appaintment of a Sccunty Director shall be provided in writing to the DOJ, FBI,
DOD and DHS by New GX. The DOJ, FB), DOD and DHS thall have the opportunity to
review and disappiove the appointment of a Secunty Director within thirty (30) days of
recenving notice of the proposed apposmtment. If the DOJ, FB], DOD or DHS objects to the
appointment of &n individual as Security Director within the 30-day timeframe, the
uppeintment of that individual chall be rescinded and a different candidate shall be
appointed.

317, Approval of Acquisition Acquiring or upgrading network hardware (e.g.,
routers, switches, servers end network transmission capability) and network operating
svetems softwaie requites pner appioval of a Security Director, unless subject 10 other
procedures pursuant 10 a policy to be negotiated with DHS. That policy may provide for
simphified procedures for non sensitive acquisitions and upgrades (e.g., vetting by the Head
of Network Operations).

318. Pemiopation of Sccunty Ditectors in Commitices of the Board of New GX. A
quorum for a meeung of the New GX Board or any commitiee of the New GX Board shall
jcquire at least one Secunty Director, unless the issues addressed at such meeting in no
1espect address or affect the obligations of New GX under this Agreement  In the event that
the New GX Board o1 eny comminee of the New GX Board must address at a meeting, for
reasons of exigent circumstances, an 1ssue related to or affecting the obligations of New GX
under this Agreement, and all Secunty Director positions are vacant at the time of such 8
mecting, the sbsence of the Security Director will not prevent the formation of & quorum
provided that the Secunty Officer of New GX aniends the meeting.

3.19. Anendsnce  of Sccunt Duyectors st Board  Meetings  of Domestic
Commumications Comparues A meenng of the board of a Domesnc Communications
Company o1 of a board ccmmitiee of @ Domestic Commications Company shall not occur
without & Security Director in ettendance, whether as a member or as an abserver, unjess the
1issues addressed at such meeting in no respect address or affect the obligations of the
Domesnc Communications Company unoer this Agieement. In the event that the board of a
Domestic Communications Company or 2 board comnutiee of a8 Domestic Communications
Company must addiess at a meeting, for reasons of exigent circumstances, an issue related
1o or affccting the oblipations of the Domestic Communications Company under this
Apeement, and all Secunry Duector positions are vacant st the time of such 2 meeting, the
absence of the Secunty Director will not prevent the meeting provided that the Security
Officer of New GX attends the meeting.

320 Removal of Secunty Directors. Any Security Director may be removed for any
reason permitied by the provinions of applicable law or under the charter of New GX,

provided that:

(i) the semoval of 2 Secarity Dircctor shall not become effective until that Security
Director, DOJ, the FB], DOD and DHS Lave received written notificstion, &
successor who is quahfied 1o become a Secunty Director within the terms of
thus Agreement is selected, DOJ, the FBI, DOD and DHS receive writien notice
of tuch selection under the terms of this Agreement, end DOJ, the FBI, DOD or
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DHS do not object 1o the proposed Security Director within thirty (30) days of
uch nonce, and ‘

(i) noufication t¢ DOJ, the FB1l, DOD and DHS of the temoval of a Sccurify
Direcior shall be the responsibility of the General Counse] of New GX.

Norwithsanding the foregoing, however, 1if immediate removal of any Security Director is
decmed necessary to prevem actual or possible violanon of any statute or regulation or
actua) or possible damage 10 New GX, the Security Director may be temporarily suspended,
pending written nouficaton 10 the FB1, DOJ, DOD and DHS, and removed upon the
epprove) of the removal by the FBI, DOJ, DOD and DHS. The wiitten notification to DQJ,
TB], DOD and DHE shall cet forth the reasons for the rernoval if such reasons are 1elated to
the performance of this Ageement In the event of any vacancy in the position of Security
Dircctor, however occumng, New GX  will pive prompt written notice of such vacancy to

— D071, e FBI, DOD #hé DREY though the General Counsel of New GX[ o1 1] Thal posibon 1§
vacant, through the Chief Opersuing Officer of New GX. New GX shall promptly nominate
a person who meets the qushfications 1n Section 3.15 to fill such vacancy, and shall
proinptly notfy DOJ, the FBI, DOD and DHS in writing of such nomination. 1o no event
shall & vicancy for the positon of Security Dircctor exist for a period of more than ninety
(90) davs before New GX nomunates a qualified candidate to fill such vacancy.

321, Indemnificanon_of Secunty Directors. New GX shall indemnify and hold
harmless each Sccunty Duector fiom any and all claims arising from, or in any way
connecied to, Jug o1 her performence as a Security Diector under the Agreement except for
Lis o1 her own individual gross neghpence or willful misconduct. New GX shall advance
fees and costs incurred in connecton with the defense of such claim. New GX may
purchase msurance to cover this indemmfication.

322, Operational Control of New GX Network, Except 1o the extent and under
corndisont cencurted in by the FB1, DOJ, DOD and DHS in writing, operational contro] of
the Domestic Commumications Infiestmocture will be restricted 1o the New GX Network
Operabng Centers Jocated in the Uniied States

3.23. Serunty Standsrds and Practices, gnd Consuhations with U S  Gevernment.
Domestic Communicetions Comperues will maintain or exceed security standards and
practices utilized within the U 8. 1clecommuncations industry and will consult with the
DOJ and other appropriate U.S. government zpencies on sieps to maintain or exceed such
standards and practices.

124 Notice of Obligauons. Domestic Comununications Companies thall instruct
appropnate officials, employees, contactors, and apents as to the security restrictions and
safeguards imposed by thus Apecment, including the reporting requirements in Sections 5.5,
56, and 5.7 of this Agrecment, and shall issue penodic reminders to them of such
obligations,

325, Access 1o Clieaified, Controlled Unclassified, or Sensitive Information Nothing
contained n tus Agreement shall himit or zffect the avthority of 2 U.S. povernmient zgency
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to deny, hmit or revoke Domestic Communicatons Companies’ access 1o Classified,
Controlled Unclarsified, and Sensitive Infermetion under that agency’s jurisdiction.

ARTICLE 4: DISPUTES

4.1 Infermal_Resclution The Parties shall use their best effonts 10 resolve any
diszgreements that may arise under this Agreement. Disagreements shall be addressed, in
the fust instance, st the saff level by the Parues’ designated representatives. Any
disagreement that has not been jesolved at that level shall be submitted promptly 10 the
General Counsel of New GX, the General Counsel of the FBI, and the Deputy Attorney
Guneral, Criminal Divigion, DO), the General Counsel of DOD, and the General Counsel of
DHS or ther desigmees, unless the FB], DOJ, DOD or DHS believes that imponant national
interests can be piotected, or 8 Domestic Communications Company believes that its
palamount commercial interests can be resolved, only by resorung 10 the measures set forth

T SECTTON 4.270f Thit Agreement. 11, afEr taeeting with higher zothonZed officials, any of
the Pamiies determunes that further negotiation would be fruitless, then that Panty may resort
10 the 1emedies set forth in Secnon 4.2 of this Agreement. i resoluion of a disagreement
requires access 1o Clzssified Informution, the Parties shall designate a person or persons
poszessing  the eppiopnate  cecurity clearances for the purpose of r1esolving thet
disagreement

4.2 Enforcement of Ageement. Subject to Section 4.1 of this Apreement, if any of
the Parties believes that any other of the Parties has breached or 15 about 1o breach this
Agicement, that Party may bring on acuon agamst the other Party for appropriate judicial
rehief. Nothing in this Agicement shall imot or affect the right of a8 U S povernment agency

to:

) require that the Party o1 Partics believed to have breached, or about to breach,
tus Apreement cure such breach within thurty (30) days upon recelving written
notice of such breach;

(11) ~nuest that the FCC modify, conditon, revoke, cancel or render null and void
any license, permit, or other authonzauon gpranted or given by the FCC 1o
Domestic Communicztions Companies, o1 request that the FCC impose any
other appropriate sanction, ncluding but not limited 10 8 forfeiture or other
monetary penalty, against Domestic Communicztions Companies;

(i)  seek civil canctions for any violation by New GX or Donrestic Communications
Compandes of any U.S. law or regulation or term of thus Agieement,

(iv)  pursue cnminal sanctions apainst New GX or Domestic Communications
Companies, or any director, officer, employee, representstive, or agent of
Domestic Conununications Companies, or against any other person or cntity,
for viclations of the criminal laws of the United States; or

(v) seek suspension o1 debarment of New GX or Domestic Communications
Companies from eligibility for contracting with the U.S. government
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43 Ineparsbk Injury. New GX cprees that the Unted Stzies would suffer ineparable
ingury f for any season 2 Demestic Commurnications Company fziled to perform eny of its
matenal obhpstions under this Agrecment, and that monctary relief would not be an
adequate 1emedy.  Accordingly, New GX asgrees that, in secking 10 enforce this Agreement
aganst Domestic Communicetions Companies, the FB], DOJ, DOD and DHS shall be
entitled, m zddition 10 any other semedy available at law or equity, 1o specific performance
and 1mmediate mjunctive or other equiable 1clief. The obligations in Section 5.5 or 5.6 are
matenal for the pwpose of tus Scction.  (Listing these sections does not imply that
obhgzauions in other sections are not rmaterial).

44 Weiver. The avalability of any civi] remedy under this Agreement shall not
prejudice the cxcercise of any other civil remedy under this Agrcernent or under any
provision of law, nor shall any acuon tzhen by a Party in the exercise of any remedy be
considered @ waiver by that Party of any other rights or jemedies  The failure of any Party

10 insist on stnct performance of any of the provisions of this Agreement, or 1o exercise any
nght they grant, chall not be constued as a relinguishment or future waiver; rather, the
provision or right chall continue in full ferce. No waiver by any Party of any provision or
nght shall be velid unless it is in wnting and signed by the Party.

45 Forum Selection 1t is agyeed by end among the Parties that a civil action emong
the Parties for judicial 1chef with 1espect 1o any dispute or matier whatsoever arising under,
in connection with, or incident 1o, this Agreement shall be brought, if a1 all, i the United
States Dirtnet Court for the Distnict of Columbia.

46 Effectiveness of Article 4 This Anicle 4, and the obligations imposed and rights
confened herein, shall be effecuve upon the execution of this Agreement by all the Parties.

ARTICLE 5: AUDITING, REFORTING, NOTICE AND LIMITS

51 Fihnps re dejure o1 de facic control] of 8 Domestic Communications Company. I
any Domestic Comununiczbons Company makes any filing with the FCC or any other
Gevernmental Avthonty 1clzting to the de facto or de jure control of @ Dornestic
Communicauons Compeny exciept Jor filings with the FCC for assignments or mansfers of
cunwol 1o any Domestic Commumcations Company that are pro forma, New GX shall
promiptly provide to the FBl, DOJ, DOD and DHS writien notice and copies of such filing.

Thos Secuon 5.7 15 effecuve upon execution of this Agreement by all the Parties.

52 Contro]l of New GX. If any member of the Secunity Commitice or of the senior
marcgement of New GX or a Domestic Communications Company (including the Chief
Exccotive Offices, President, General Counsel, Chief Technical Officer, Chief Financial
Officer, Head of Nerwork Operations, Head of Global Secunity, Security Officer, or other
sermos officer) acquires any information that 1cesonsbly indicates that any single foreign
cnuty or individual, other then ST Telemedia has obtained or will likely obtzin an
ownership interest (direct o1 indirect) in New GX or a Domestic Communications Company
above ten (10) percent, as determined in accordance with 47 C.F.R. § 63.09, o7 if any single
fereign entity or individual has pained or will likely otherwise pain cither (1) Control or
(2) de facto or de jure conto) of New GX or @ Domestic Communications Company, then




